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The Hands-On, Practical Guide to Preventing Ajax-Related Security Vulnerabilities
 
More and more Web sites are being rewritten as Ajax applications; even traditional desktop software is
rapidly moving to the Web via Ajax. But, all too often, this transition is being made with reckless disregard
for security. If Ajax applications aren’t designed and coded properly, they can be susceptible to far more
dangerous security vulnerabilities than conventional Web or desktop software. Ajax developers desperately
need guidance on securing their applications: knowledge that’s been virtually impossible to find, until now.
            Ajax Security systematically debunks today’s most dangerous myths about Ajax security, illustrating
key points with detailed case studies of actual exploited Ajax vulnerabilities, ranging from MySpace’s Samy
worm to MacWorld’s conference code validator. Even more important, it delivers specific, up-to-the-minute
recommendations for securing Ajax applications in each major Web programming language and
environment, including .NET, Java, PHP, and even Ruby on Rails. You’ll learn how to:
 
·        Mitigate unique risks associated with Ajax, including overly granular Web services, application control
flow tampering, and manipulation of program logic
·        Write new Ajax code more safely—and identify and fix flaws in existing code
·        Prevent emerging Ajax-specific attacks, including JavaScript hijacking and persistent storage theft
·        Avoid attacks based on XSS and SQL Injection—including a dangerous SQL Injection variant that can
extract an entire backend database with just two requests
·        Leverage security built into Ajax frameworks like Prototype, Dojo, and ASP.NET AJAX
Extensions—and recognize what you still must implement on your own
·        Create more secure “mashup” applications
 
Ajax Security will be an indispensable resource for developers coding or maintaining Ajax applications;
architects and development managers planning or designing new Ajax software, and all software security
professionals, from QA specialists to penetration testers.
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From reader reviews:

Alvin Maltby:

Ajax Security can be one of your basic books that are good idea. We all recommend that straight away
because this guide has good vocabulary that will increase your knowledge in vocab, easy to understand, bit
entertaining but still delivering the information. The writer giving his/her effort to place every word into
delight arrangement in writing Ajax Security nevertheless doesn't forget the main position, giving the reader
the hottest in addition to based confirm resource info that maybe you can be considered one of it. This great
information can certainly drawn you into new stage of crucial contemplating.

James Floyd:

This Ajax Security is great reserve for you because the content which is full of information for you who else
always deal with world and get to make decision every minute. That book reveal it facts accurately using
great organize word or we can point out no rambling sentences in it. So if you are read that hurriedly you can
have whole info in it. Doesn't mean it only gives you straight forward sentences but difficult core
information with wonderful delivering sentences. Having Ajax Security in your hand like finding the world
in your arm, data in it is not ridiculous just one. We can say that no e-book that offer you world throughout
ten or fifteen tiny right but this guide already do that. So , it is good reading book. Hey there Mr. and Mrs.
occupied do you still doubt this?

Rebecca Beal:

You are able to spend your free time you just read this book this publication. This Ajax Security is simple to
create you can read it in the recreation area, in the beach, train and soon. If you did not get much space to
bring the actual printed book, you can buy typically the e-book. It is make you better to read it. You can save
often the book in your smart phone. Consequently there are a lot of benefits that you will get when you buy
this book.

Jason Rickman:

A number of people said that they feel uninterested when they reading a e-book. They are directly felt it
when they get a half parts of the book. You can choose the book Ajax Security to make your personal
reading is interesting. Your current skill of reading ability is developing when you like reading. Try to
choose very simple book to make you enjoy to study it and mingle the opinion about book and looking at
especially. It is to be 1st opinion for you to like to available a book and read it. Beside that the e-book Ajax
Security can to be your friend when you're truly feel alone and confuse in doing what must you're doing of
the time.
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